FRELAPIVI D 5v2A D APIREAT

SREEAPIVI D S v2A D APIFZ1T

C DR—3J L ActiveServer API vIH 5 API v2ARBITT 37D HA KT, ActiveServer API
v1 & [EGPaymentstt AYUET AR U &F U 7z ActiveServer D API{ERR T T,

ActiveServer¥ VI\DRX (FAVFULIR) 2TEBEAVWELRWTIZHERICH LT, APIVIOY
R— NEABR (£2020FEQ4 (BRKAL VHF—) FTEFESINTHYET, SFMICOWVTIIHRHT
SRV ULET, BdH. ActiveServeriRR T« V47 « B —E R (SaaS) (APl v2D #H5FIE
LETDT, RRAT A4V - U—ERETFIRAWVWELES SERIFAPIV2TCTEAWVLLE EF
ERP

EREE
/api/v2/auth/ EREEAPIO TV R —R14 V& EBMULE LT,

. ActiveServerizZ1—R&SE (PAN) ZFFLALWVWELSICAY F UL, ActiveServeriZPAND
oM TATDH, TL—VTFRANTCT—IR=-RICEEFLE T, £oT. AV—. &
1N—REICESBROIBHRBRER/RICIPAZCeNTCEFT, /. PCEENDEMHIE
BEESITCEHHFINTHY T, &b, BEUIL., BR5|IPANDIREEHEEE (X E6MTE T
ATDAHIVF VT TBLEIICRYFT,

- BEUPANRREINLD WD, APIV2EFERT 3G IIMBECE DES{ILF—IFFRE
IS Y EF9d, APIVIICPWTIEB| EmESNETT,

. B2 DIDSY T T RY— B UF)) - O—KRik. APIVIEZSTICAPIV2ZARIETE SR L5 IC
BEEFHINF U,

ActiveServerZ &

ActiveServer/\—37 3 v1.3.0L0%. APIv2%&@ U CEREEEEITLE T & . ActiveServerldfg=
ftEnhfzh—REFS (PAN) 2 RELLAVWESICRYET, KbYIC. fSVF—FER

(PANZEZBDEICHIVIETEHR) T BEIETICTL—VTFANTT—IR-XIIRE
UFET, PAND L6HTE FAMTDAMNMRES N, £HOPANIZETTERLRY FT, FIAE.
4123456789876543 DPANIL 412345XXXXXX6543 D L D ICT—IR—RIRFESINET T, T,
BIEUILEEBR. 412345XXXXXX6543 ERIRINF T,

TOMER. MBEEC E OBS{EF—FFREE QY FR, COBEFHERTINZIFETT,
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APIVINDEE. BLUTAPIV2ADI AT L— 3 VEHE

BHE. BMOPANZRIF LR RS20, PANRMTCOES|IRRIITELR<BYET, °F
H. PANDEYTTORET B L IFAETY, TDIHE. REULVPANDEH = IRFEMH(IC
ABLET L., REHFBRIT LN E TATOA—ETIEBINRINE T, RICENUIDHTA
EB-oTH., TOEBIIMRFRBRICGRINE T, TDHE. MDY AHEMH (Transaction ID
. Date/Time . Purchase amount . Currency. 2¢&") #{FRULU. HRUDEBIEEFET S L
ZHELUE T, APIV2TERITINEB|ZE] EHEPANESHT CORZKEMNAIGET T,

FEREOEEICELY . APIV2ZECEAVWLREFTTEUTOA Y RPEIFEINTHY T ¢
- N7+ —XVRDMAL : £E5| ICPANZEEB{L T 2 LENEHIN DS
- EFaVT—0EL  AN— PAN-BREICESKROBHRREEER/IRICTES
- PCOREHROGEMI. FREBREFIXNDHIR : PCRBEON—FRET —YRE(FH :

Cardholder Data Environment)® X A— 4% fg/\Cc & 3

6 Important

LEDEBIFAPI V2EER T 3HBADHBELINE T, APIVIICEAT B3 EEEF TREFHA#SLLT,

APIVINDFE, S LUAPIV2ADI AV L — 3 VEHE

APIVIICE > CEITINLEBIZ EEDTEICEEINT A, HEHSEHDAPI VIV T
AlIB| EEEZHETTEET T, FOME. APIV2ADR AT L — 3V DEEE CRETWERC &
SHEVWEUEFFET, APIvIDYR— EARIZ2020FEQ4 (BkKkADL V¥ —) FTEFEIN
ThYUFET,

MATAPI VI TEITINTZEBIEREE XS Efc s . EHTOPANZRESIL L. MNEEEC L DEES1L
F—HIITF—HIR—RITREINT T, T2, APIV2ADITI L -3V ERL—XITIT
AdED. BHIFAPIV2RA I L —3Y - Y—)LEU)—RXFTIB3FETCT. CDYV—IbiFLd
TOENFTEINTHY ET ;

« APIVIICE > TEITINZEEI 2 API V2ZIEERATIBR UL F T,

- BEAF—XET7EOUTLET,

- APIVIZEMLLE T,

B IZHBRICR IR ECAPIV2ZARITI B C L 2 HEBLE T,
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APIDZERE - BRWEREIAPI v2ADI A I L—> 3V

APIDZERE - BRWEREEAPI v2ADI 1 L— 3V

APIV2DBRW APIICBET 2 FLZEREIZ. H—FREIERIL /api/v2/auth/brw ( Execute
Authentication JDAPHC L > TEEINBZ LSICBY ET, APIVIICEWVWTIE. h—REEIE
#R(X /api/v2/auth/brw/init (Initialise Authentication )DAPIHIL > TEEINTWVWFL
Zo

APIV2(CH\W T, /api/v2/auth/brw/init (Initialise Authentication )iXBRICEREERINT S
DY —IERINE . H L U3DS Method (ACSHSIEBIMDT S VY —IERINELIE) D17 GEH
INB3HBEDH) Z1TVWET,

FEIFU IR LD JSONAY —JEHE ;
NS - SO A — IV RIZBIRENE LT,

- BINASTIh-CDT714—)VFEEBMENF L,
« NSARRUL-CDT 4 —ILRIZAPIVIERBRTY

74—V REEICET ZFH#MIIEVELAPIFF 2 AV h 2 THBIET W,

Initialise Authentication DZEE
{messageCategory} /NS A—H—IV IV IR AYE—IJURLHM S Execute
Authentication (/api/v2/auth/brw) U TRXAMDAEAXABITEINE LT,

Et. HIFRESN/ZEGBIIEHR 2 « —)U K ld Execute authentication DAPINEITEINFE L
o

authUrl 7 4 —JLRIZL ARV R - Awt—IJ(TEIMT N, Execute authentication U 7
IRMDREREZXERY ET,

s IS—O—RDI74—IVRIEHRIDUEEBIFRED L RRV R - AvtE—IhSHEIBRINFL
zo

IR/ iy § ¥ "4

I 7api/vi/auth/brw/init/{messageCategory} & /api/v2/auth/brw/init DU I TR F&K
XDOEREELET,
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https://docs.activeserver.cloud/en/api/auth

Initialise Authentication®Z &

"acctID": "ActiveServer 3DS Test Account 000000001",
"acctInfo": {
- "chAccAgeInd": "03",
- "chAccChange": "20160712",
- "chAccChangeInd": "@04",
- "chAccDate": "20140328",
- "chAccPwChange": "20176328",
- "chAccPwChangeInd": "02",
- “nbPurchaseAccount"”: "11",
= "paymentAccAge": "20160917",
- "paymentAccInd": "04",
= "provisionAttemptsDay": "3",
- "shipAddressUsage": "20160714",
= "shipAddressUsageInd": "04",
- "shipNameIndicator": "02",
= "suspiciousAccActivity": "@1",
= "txnActivityDay": "1",
= "txnActivityYear": "21"
=
"acctNumber": "7654310438720050",
- "acctType": "03",
- "authenticationInd": "©1",
- "authenticationInfo": {
= "threeDSReqAuthData": "validlogin at UL TS BV",
- "threeDSRegAuthMethod": "02",
= "threeDSReqAuthTimestamp": "2017110713067"
=
- '"cardExpiryDate": 19180,
- "cardHolderInfo": {
= "billAddrCity": "Bill City Name",
- "billAddrCountry": 840,
- "billAddrLine1": "Bill Address Line 1",
- "billAddrLine2": "Bill Address Line 2",
- "billAddrLine3": "Bill Address Line 3",
- "billAddrPostCode”: "Bill Post Code",
- "billAddrState": "CO",

- “cardholderName": "Cardholder Name",
= "email": "example@example.com",

- "homePhone" : {

- "cc": "123",

- "subscriber": "123456789"

- H

- "mobilePhone" : {

- "cc": "123",

- "subscriber": "123456789"

- H

- "shipAddrCity": "Ship City Name",
- "shipAddrCountry": "8486",
= "shipAddrLinel1": "Ship Address Line 1",
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Initialise Authentication®Z &

= "shipAddrLine2": "Ship Address Line 2",

- "shipAddrLine3": "Ship Address Line 3",

= "shipAddrPostCode": "Ship Post Code",

- "shipAddrState": "CO",

- "workPhone": {

- "cc": "123",

= "subscriber": "123456789"

- }

-

- "challengeInd": "02",
"eventCallbackUrl": "https://example.requestor.com/3ds-notify",
"merchantId": "1234567890123456789012345678901234",

- "merchantName": "string",

- "merchantRiskIndicator": {

- "deliveryEmailAddress": "deliver@email.com",
- "deliveryTimeframe": "01",

- "giftCardAmount": "337",
= "giftCardCount": "02",
- "giftCardCurr": "8486",
- "preOrderDate": "20170519",
- "preOrderPurchaseInd": "02",
- "reorderItemsInd": "01",
= "shipIndicator": "@2"
=
- "payTokenInd": true,
- ‘"priorTransID": "59ae264e-b0f4-43c7-870e-4d14bd52806e",
- "purchaseAmount": "12345",
- "purchaseCurrency": "978",
- ‘"purchaseDate": "20180122153045",
- "purchaseInstalData": "624",
- "recurringExpiry": "20180131",
- ‘"recurringFrequency": "2",
"threeDSRequestorTransID": "2409a5df-b777-4ebc-ad59-2a61091187f1",
- "transType": "03"
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Execute Authentication®Z &

LRRV R

AT 7api/vi/auth/brw/init/{messageCategory} & /api/v2/auth/brw/init D L ARV XK
XOEREELET,

“errorCode": "1005",
"errorComponent”: "A",
"errorDescription”: "Data element not in the required format. Not numeric or
wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",
- "errorMessageType": "AReq",
+ "authUrl": "https://demo.3dsserver.com/api/v2/auth/brw?
t=dbb2702a890028817afe58fda659526e",

"monUrl": "https://demo.3dsserver.com/brw/init/mon?
t=6afa6072-9412-446b-9673-2f98b3ee98a2",

"threeDSServerCallbackUrl": "https://demo.3dsserver.com/brw/callback?
transId=6afa6072-9412-446b-9673-2f98b3ee98a2",
"threeDSServerTransID": "6afa6072-9412-446b-9673-21f98b3ee98a2"

}

6 Important

API v2IZH T, Execute Authentication ZLIE (3 ActiveServerh M Emk LU 7z818Y (¥ 13w o) URL (
authurl) ZERATBICENMWEERYET, 3DSYUIITRY—IECDURLEFER UL E T, LIATAPI VI
DHARGLEFEBAIDSYVIIRY— BV 7)) - A—REF/N—RI—REh7ZURLERHY T, €D
URLIZEA L FE A,

Execute Authentication DZEHE
. Execute Authentication (/api/v2/auth/brw) DIV kU —R+1 Y ~E. Initialise
authentication L ARV AAD authUurl NEEINF UL,

. Initialise Authentication 'SHIREIN/ZA—RFEEIBHREBBIIBHRD/INSA—5—F
DOIRMAXABITENE U,

- threeDSRequestorTransID & threeDSServerTransID D7 4 —J)L R IZRE(CR > Tz7z8. HI
fRENF LI,

.« acctNumber 7 4« —JU R BIMEINF LT,
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Execute AuthenticationDZ &

browserInfo 7 4 —JVRMNBMEINF UL, COT 1 —ILRIFET SO —IEHRINENIE(C

Lo TINESINERTT, 5¥#MIL3DS Requestor changesE SR 2\,

« APIV1ICH Y F UJZ Initialise Authentication {messageCategory} /NS> A—% —I|IAPI

vi URLOSHIFRE N, LRRY ZAEAXABITEINZFE U,
* 7 4 —J)U Rl& cardHolderInfo JSONFA 7Yz b Ll.ﬂl]éﬂ? L

—n..—-—.

addrMatch 77> 3V
nRIE

fzo BEREIEFIEISBEITEFEMERBUDIFEIL Y 28E. BICTRWVWIFEIEIN %
T, sAKLIEFTE BETLIEFRITIAHEBRTY
threeDSRequestorTransID 7 4 — )V RIZREICL>T27zd. HIFRESNF L,

c IS—O—RDT74—IVRIZHRIUEEBIRIAD L RIRV R « AvE—IhSHIREINF L
zo

DO ITRAERX
MATFIZ 7api/vi/auth/brw & /api/v2/auth/brw DY I T ASEAXDHEESREELET,
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Execute Authentication®Z &

"acctID": "ActiveServer 3DS Test Account 000000001",
"acctInfo": {
"chAccAgeInd": "©3",
"chAccChange": "20160712",
"chAccChangeInd": "04",
"chAccDate": "20140328",
"chAccPwChange": "20170328",
"chAccPwChangeInd": "02",
"nbPurchaseAccount”: "11",
"paymentAccAge": "20160917",
"paymentAccInd": "04",
"provisionAttemptsDay": "3",
"shipAddressUsage": "20160714",
"shipAddressUsageInd": "04",
"shipNameIndicator": "02",
"suspiciousAccActivity": "@©1",
"txnActivityDay": "1",
"txnActivityYear": "21"
H
"acctNumber": "7654310438720050",
"acctType": "03",
"authenticationInd": "©1",
"authenticationInfo": {
"threeDSReqAuthData": "validlogin at UL TS BV",
"threeDSRegAuthMethod": "02",
"threeDSReqAuthTimestamp": "2017110713067"

SO T S R S S T T T T G T T S R S S S S S S S S S S A,

i
"browserInfo": "Base64 encoded browser informaction", --New field added from
V2
+ ‘"cardExpiryDate": "19180",
+ ‘"cardHolderInfo": {
+ "addrMatch": "N",
+ "billAddrCity": "Bill City Name",
+ "billAddrCountry”: 840,
+ "billAddrLinel1": "Bill Address Line 1",
+ "billAddrLine2": "Bill Address Line 2",
+ "billAddrLine3": "Bill Address Line 3",
+ "billAddrPostCode"”: "Bill Post Code",
+ "billAddrState": "CO",
+ "cardholderName": "Cardholder Name",
+ "email”: "example@example.com",
+ "homePhone" : {
+ "cc": "123",
+ "subscriber": "123456789"
+ i
+ "mobilePhone" : {
+ "cc": "123",
+ "subscriber": "123456789"
+ i
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Execute Authentication®Z &

"shipAddrCity": "Sh"ip" City Name",
"shipAddrCountry": 840,
"shipAddrLinel1": "Ship Address Line 1",
"shipAddrLine2": "Ship Address Line 2",
"shipAddrLine3": "Ship Address Line 3",
"shipAddrPostCode": "Ship Post Code",
"shipAddrState": "CO0",
"workPhone" : {
"cc": "123",
"subscriber": "123456789"
}
)
"challengeInd": "02",
"merchantName": "Test Merchant",
"merchantRiskIndicator": {
"deliveryEmailAddress": "deliver@email.com",
"deliveryTimeframe": "@01",
"giftCardAmount”: "337",
"giftCardCount": "02",
"giftCardCurr": "840",
"preOrderDate": "20170519",
"preOrderPurchaseInd": "02",
"reorderItemsInd”: "61",
"shipIndicator": "@2"
i
"messageCategory”": "pa",
"payTokenInd": true,
"priorTransID": "59ae264e-b0f4-43c7-870e-4d14bd52806e",
"purchaseAmount"”: "12345",
"purchaseCurrency": "978",
"purchaseDate": "20180122153045",
"purchaseInstalData": "024",
"recurringExpiry": "20180131",
"recurringFrequency": "2",
"threeDSRequestorTransID" : "2409a5df-b777-4ebc-ad59-2a61091187f1",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"transType": "03"

+ + + + + F F + F A+ F A+ F A+ F A A+ F A+ A+
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ResultDZ &

LRRV R

AT 7api/vi/auth/brw & /api/v2/auth/brw DL ARV AAXDHEES L EF T,

"acsChallengeMandated": "Y",

"acsReferenceNumber": "3DS_GP_ACS_201_13579",

"acsTransID": "375d96ad-3873-498b-9133-380cbbc8d99d",

"authenticationType": "02",

"authenticationValue": "MTIzNDU2Nzg5MDA50Dc2NTQzMjE=",

"cardholderInfo”: "For example, Additional authentication is needed for this
transaction, please contact (Issuer Name) at xxx-xxx-xxxx. \n Length: Maximum
128 characters\n Optional”,

“challengeUrl": "https://demo.acs.com/challenge",

"dsReferenceNumber": "string",
"dsTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"eci": "02",
- "errorCode": "1005",
- "errorComponent": "A",
- "errorDescription”: "Data element not in the required format. Not numeric or

wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",

- "errorMessageType": "AReq",
"messageVersion": "string",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"transStatus": "Y",

"transStatusReason": 11

Result DZEH

. authenticationType & interactionCounter 7 4« —JUR&BMULFE Lz, CNiFHh—KRS
BADFvLVIICEAULTERZE D ERHETZEHTT,

- acsReferenceNumber & dsReferenceNumber 7 4 —J)U RIFHIBRESNnF U, Chid
Execute Authentication QUIBICT CICRHETNhTWBA3HNSTT,

s IS—O—FDT7 14—V R UIEEBIFREED L ARV R - Ay E—IhSHIFRENE L
Zo

DOIRK

VO IRAMAEARNANDEREEEIHY TE A,
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APIDZRE - APPEREEAPI v2ADI 1Y L—> 3V

LRRV R

AT Z 7api/vi/auth/brw/result & /api/v2/auth/brw/result DL ARV AEXXDIBER % &L
LET,

{
- "acsReferenceNumber": "3DS_GP_ACS_201_13579",
"acsTransID": "375d96ad-3873-498b-9133-380cbbc8d99d",
+ "authenticationType": "02",
"authenticationValue": "MTIzNDU2Nzg5MDA50Dc2NTQzMjE=",
- "dsReferenceNumber": "string",
"dsTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"eci": "@2",
+ "interactionCounter": "02",
- "errorCode": "1005",
- "errorComponent": "A",
- "errorDescription": "Data element not in the required format. Not numeric or

wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",
- "errorMessageType": "AReq",
"messageVersion": "string",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
“transStatus": "Y",
"transStatusReason": 11

APIDZEE - APPEREEAPI v2ADR A L— 3V

« /api/v1/auth/app/{messageCategory} D /VRI(Z /api/v2/auth/app NEEINZF LT,
{messageCategory} 7 4 —JVRIFURLMNS VIV TR M AXABITEINZ LT,

- addrMatch 7733 * 7 4 —)U R l& cardHolderInfo JSONA T Yz ¥k LCLjJﬂé*li L
feo BEREFEFAIZHBEIEFFRERUDBEI Y 28RE. AL THWVWHEIIN ZEREL
9, saKELEFTE KBTI EIEFRITAHEBRTY

- interactionCounter 7 4 —JU R {& /api/v2/auth/app/result D L ARV AABIMINF L
o COEIRD—FREMNRULEREIRRZ RTZH. ACSHERINZFIENHY T,
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APIDZERE - 3RIFREIAPI v2ADR AT L— 3V

APIDZ T - 3RIEREEAPI V2ADI 1T L— 3V

/api/v1/auth/3ri/{messageCategory} D /VR(Z /api/v2/auth/3ri NEBEEINZF U,
{messageCategory} 7 41 —JU RIFURLMNS U IV TR hAXABITEINE LT,

3DSUYIRIY—DERE

« 3DSVIITRZ—DNY I TR - O—KiE, RSN Tz authuRL EWebB —/V\— - v < 3
VD initAuth LARV RAITREFELE T, #&IC. authURL (IBRWEREEF v/ RILD
Execute Authentication RLIBICHFEHLNF T,

- 3DSY U T R % —IF eventCallbackUrl |[CT 3DSMethodFinished ® U < (&
3DSMethodSkipped MeventZ ST BBR. param /NS A—% —DH(C(EActiveServerhlR
KURET SOV 188K Baseb4d T A—FARNTEENTVET, TDzd. ¥ D3DS
DOTIRZ— BT - A—RICIZF UWVAPI v2XF S D 3ds-web-adapter HVBEIT N F
L7z, 3DSU Y ITRXH—IL. Execute Authentication J U LXK IZd 3 browserInfo
74—JVRAIC, LEEDBasebdTY I—RENT SO —BRERXELE T,

- 3DSU Y TR % —(ZPAN% —[B]ActiveServerN3ZE(EUF T, /api/v2/auth/brw/init & /
api/v2/auth/brw DAPIO—)LZ B U TPANZZXEELE T, Chid. ActiveServerlZfEE1t
INEPANZREZELRLL G- TT,
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